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Long-Range Dependencies
public static Inet4Address getEmbeddedIPv4ClientAddress         
                (Inet6Address ip) {  
     ip1 = New IP(“127.0.0.1”)      
     if (isCompatIPv4Address(ip)) {
         return getCompatIPv4Address(ip);
     }if (is6to4Address(ip)) {
         return get6to4IPv4Address(ip);
     }  
     if (isTeredoAddress(ip)) {
         return getTeredoInfo(ip).getClient();
     }
     return ip1.getDefault();
}
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Pre-train—then—Fine-tune

Pre-training: Instill as much general knowledge as possible 
into the model, such as the structure and patterns of a 
language either natural or formal
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Pre-train—then—Fine-tune

Fine-tuning: The model is specialized for automating a 
specific tasks at hand i.e., sentiment analysis
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A pre-trained model is a deep learning model that has been 
trained on a vast dataset, allowing the transfer of the 

knowledge it has gained to be re-used during  
the fine-tuning stage.
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TranslationEnglish2Thai

Fine-tuning Dataset
English 1
English2
English3

1
2
3

Thai

Thai

Thai

English1M 1M Thai
… …
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TranslationEnglish2Thai

Fine-tuning Dataset
English 1
English2
English3

1
2
3

Thai

Thai

Thai

English1M 1M Thai
… …

Supervised Dataset

17
antoniomastropaolo.com

aura-se-lab.github.io

Pre-trained Models for SD Activities



The new MASK is currently under MASK1
ชื่อขอ MASK นคือ2
MASK new MASK are upsetting  and bad3

item, observation1
งฉั2

The, Policies3

Pre-Training ProcedureMask Language Modeling
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Today is a sunny day, so they say1
The big red fox is on the table2
I am not asking much really3

วันนี้เป็นวันที่มีแดดดังนั้นพวกเขาจึงพูดว่า1
จิ้งจอกแดงตัวใหญ่อยู่บนโต๊ะ2
ฉันไม่ได้ถามอะไรมากจริงๆ

Fine-tuning Procedure

3

Supervised Dataset

Self-supervised Dataset
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ICSE’19 —NIER

Pre-trained Model
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ICSE’19 —NIER

Pre-trained Model

Stack Overflow 
Post SENTIMENT

INPUT TARGET

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Pre-training objectives
objectives are the specific goals or tasks that a model is designed to 
solve during the pre-training phase. 

- MLM (Masking Language Modeling)

- NSP  (Next Sentence Prediction)

- CLM (Causal Language Modeling)

- PLM  (Permuted Language Modeling)
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Pre-training objectives

 MLM (Masking Language Modeling)

The model learns the meaning and structure of 
words within a sentence by looking at the full 
context.
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Pre-training objectives

 MLM (Masking Language Modeling)

The model learns the meaning and structure of 
words within a sentence by looking at the full 
context.

The cat is on the table
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Pre-training objectives

 MLM (Masking Language Modeling)

The model learns the meaning and structure of 
words within a sentence by looking at the full 
context.

The cat <MASK> on the table
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@AntonioMastro2

Pre-training objectives

 NSP  (Next Sentence Prediction)

The model learns how to connect sentences and 
whether there is a logical progression between 
them
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Pre-training objectives

 NSP  (Next Sentence Prediction)

The model learns how to connect sentences and 
whether there is a logical progression between 
them

S1: The cat is on the table
S2: and is asleep
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Pre-training objectives

 NSP  (Next Sentence Prediction)

The model learns how to connect sentences and 
whether there is a logical progression between 
them

S1: The cat is on the table
S2: and is asleep

OUTPUT: 1
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Pre-training objectives

 NSP  (Next Sentence Prediction)

The model learns how to connect sentences and 
whether there is a logical progression between 
them

S1: and is asleep
S2: The cat is on the table

OUTPUT:0
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Pre-training objectives

 CLM  (Causal Language Modeling)

The model is trained to predict the next word 
based only on the words preceding the current 
one.
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Pre-training objectives

 CLM  (Causal Language Modeling)

The model is trained to predict the next word 
based only on the words preceding the current 
one.

Does it ring a bell?
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Pre-training objectives

 CLM  (Causal Language Modeling)

 MLM (Masking Language Modeling)

VS
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Pre-training objectives

 PLM  (Permuted Language Modeling)

The model predicts tokens in a random, permuted 
order that a fixed left-to-right or even unidirectional 
context.

The cat is on the table and is asleep
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Pre-training objectives

The model predicts tokens in a random, permuted 
order that a fixed left-to-right or even unidirectional 
context.

[3, 2, 4, 1, 9, 6, 8, 7, 5]Permuted tokens =
The cat is on the table and is asleep

 PLM  (Permuted Language Modeling)
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Pre-training objectives

The model predicts tokens in a random, permuted 
order that a fixed left-to-right or even unidirectional 
context.

is cat on The asleep is and table the
[3, 2, 4, 1, 9, 6, 8, 7, 5]Permuted tokens =

 PLM  (Permuted Language Modeling)

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Pre-training objectives

The model predicts tokens in a random, permuted 
order that a fixed left-to-right or even unidirectional 
context.

is cat on The asleep table is and asleep the
[3, 2, 4, 1, 9, 6, 8, 7, 5]Permuted tokens =

 PLM  (Permuted Language Modeling)

UNIDIRECTIONAL
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public void bubbleSort(int[] array) { 
    boolean sorted = false; 
    int temp; 
    while (!sorted) { 
        sorted = true; 
        for (int i = 0; i < array.length - 1; i++) { 
            if (a[i] > a[i+1]) { 
                temp = a[i]; 
                a[i] = a[i+1]; 
                a[i+1] = temp; 
                sorted = false; 
            } 
        } 
    } 
}

Pre-training
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public void bubbleSort(int[] <MASK>) { 
    boolean sorted = false; 
    int <MASK>; 
    while (!sorted) { 
        <MASK> = true; 
        for (int i = 0; i < <MASK>.length - 1; i++) { 
            if (a[i] > a[<MASK> +1]) { 
                <MASK> = a[i]; 
                a[<MASK>] = a[i <MASK> 1]; 
                a[i+1] = temp; 
                <MASK> = false; 
            } 
        } 
    <MASK> 
}

Pre-training
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public void bubbleSort(int[] array) { 
    boolean sorted = false; 
    int temp; 
    while (!sorted) { 
        sorted = true; 
        for (int i = 1; i < array.length - 1; i++) { 
            if (a[i] > a[i+1]) { 
                temp = a[i]; 
                a[i] = a[i+1]; 
                a[i+1] = temp; 
                sorted = false; 
            } 
        } 
    } 
}

Fine-tuning

BUG FIXING
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MLM NSP

Multi-objective Pre-training
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Transfer Learning

1. Pre-train—then—Fine-tune
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Transfer Learning

1. Pre-train—then—Fine-tune
2. Multi-task Pre-training

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Multi-task Pre-training in the SE domain: A case study
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Logging, is a widespread activity among developers since log statements 
are used to record valuable runtime information about applications. 

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Logging, is a widespread activity among developers since log statements 
are used to record valuable runtime information about applications. 

Log statements represent the mechanism through which we perform 
logging. Each logging statement features three different log components 
a log level, a log messages and the position in the underlying code snippet
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public void stopContext (){ 
     if ( _context != null && _publisher != null ){ 
           try { 
              _publisher.destroy(_context); 
           }  
           catch (Exception e) {  
               logger.err(“Cannot destroy the context")  

}  
     } 
}
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End-to-End Support for Logging Activities
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LANCE
public ConnectionConsumer createConnectionConsumer 
    (final Destination destination)       
       throws JMSException{ 

if(LOGGER.isTraceEnabled()) 
{ 
    ActiveMQRALogger.LOGGER. 
      trace(“Create connectionConsumer”); 
}  
else { 
    throw new IllegalStateException(ISE); 
} 

}

public ConnectionConsumer createConnectionConsumer 
    (final Destination destination)       
       throws JMSException{ 

if(LOGGER.isTraceEnabled()) 
{ 
    ActiveMQRALogger.LOGGER. 
      trace(“Create connectionConsumer”); 
}  
else { 
    throw new IllegalStateException(ISE); 
} 

}

INPUT OUTPUT

Pre-trained Models for SD Activities
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Training of LANCE

1. Multiple Pre-training Tasks/Objective

2. Injection of Log Statements
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…

Input Target

~6.7M

1
protected boolean isBoundaryEvent(Object obj) { 
    if (obj instanceof <MASK>) { 
      mxCell cell = (mxCell) <MASK>; 
      <MASK> cell.getId(). 
             startsWith("boundary-event-"); 
    } 
    return false; 
  }

1

2 2

1) mxCell

2) obj

3) return

protected Polyline(<MASK> dx,  
                   double dy, Polyline next) { 
      this.dx = dx; 
      this.<MASK> = dy; 
      <MASK>.next = next; 
 }

1) double

2) dy

3) this

…

1
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Pre-training
Input Target

~133K

1 1

2 2

@Override public void 
     actionPerformed(ActionEvent ev){ 
     boolean ok = 
          toolsDialog.showDialog(config, true); 
     if(!ok){  
          return;  
     }  
}

@Override public void 
     actionPerformed(ActionEvent ev){ 
     <LOG_STMT>  
     boolean ok = 
          toolsDialog.showDialog(config, true); 
     if(!ok){  
          return;  
     }  
}

public void stopContext (){  
     if ( _context != null  
         && _publisher != null ){  
           try {  
     	 _publisher.destroy(_context);  
           } 
           catch (Exception e) {}  
     }  
}

public void stopContext (){  
     if ( _context != null  
         && _publisher != null ){  
           try {  
     	 _publisher.destroy(_context);  
           } 
           catch (Exception e) { <LOG_STMT> }  
     }  
}

… …

2
Pre-trained Models for SE AutomationPre-trained Models for SD Activities
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Input Target

~6.8M

1
public LocalDateTimeToStringConverter     
                   <MASK>() { 
   return new lDTimeToStringConverter <MASK> 
} 1

2 2

1) lDTimeToStringConverter

2) ();

public String getTableName() <MASK>    
   return <MASK>; 
}

1) {

2) tableName

private void infolog(String msg){  
    processingLog += msg + ".\n";  
}

private void infolog(String msg){  
    <LOG_STMT>  
    processingLog += msg + ".\n"; 
}

public void stopCounting(){ 
   runCounting = false;  
   stopLogReport();  
}

public void stopCounting(){ 
     runCounting = false;  
     <LOG_STMT> 
     stopLogReport();  
}

Masking Masking

Masking Masking

Log-Pos

Log-Pos Log-Pos

Log-Pos

… …

3
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Input Target

~100K

1
public ConnectionConsumer createConnectionConsumer(final 
Destination destination) throws JMSException { 
   if (ActiveMQRALogger.LOGGER.isTraceEnabled()) { 
      ActiveMQRALogger.LOGGER.trace( 
         “Create connectionConsumer”); 
   else { 
      logger.info("Throwing Exception”)  
      throw new IllegalStateException(ISE); 
   } 
}

1

2 2

Fine-tuning

public ConnectionConsumer createConnectionConsumer(final 
Destination destination) throws JMSException { 
   if (ActiveMQRALogger.LOGGER.isTraceEnabled()) { 
      ActiveMQRALogger.LOGGER.trace( 
         “Create connectionConsumer”); 
   else { 
      logger.info("Throwing Exception”)  
      throw new IllegalStateException(ISE); 
   } 
}

public ConnectionConsumer createConnectionConsumer(final 
Destination destination) throws JMSException { 
   if (ActiveMQRALogger.LOGGER.isTraceEnabled()) { 
      ActiveMQRALogger.LOGGER.trace( 
         “Create connectionConsumer”); 
   else { 
      logger.info("Throwing Exception”)  
      throw new IllegalStateException(ISE); 
   } 
}

public ConnectionConsumer createConnectionConsumer(final 
Destination destination) throws JMSException { 
   if (ActiveMQRALogger.LOGGER.isTraceEnabled()) { 
      ActiveMQRALogger.LOGGER.trace( 
         “Create connectionConsumer”); 
   else { 
      logger.info("Throwing Exception”)  
      throw new IllegalStateException(ISE); 
   } 
}

… …
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antoniomastropaolo.com

aura-se-lab.github.io

http://logger.info
http://logger.info
http://logger.info
http://logger.info


public HandlerResult handle(ProcessState state, ProcessInstance process) {
        Secret secret = (Secret) state.getResource();
        String secretValue = secret.getValue();
        if (StringUtils.isNotBlank(secretValue)) {
            try {
                secretsService.delete(secret.getAccountId(), secret.getValue());
            } catch (IOException e) {
                
                log.error("Error deleting secret {}: {}", secret.getId(), e.getMessage());
                

                log.error("Failed to delete secret from storage [{}]", secret.getId(), e);
               
            
               [...]
            }
        }
        return null;
}

Target log

LANCE log

Pre-trained Models for SD Activities
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private synchronized CswSubscription deleteCswSubscription (String subscriptionId) throws CswException {
        
        [...]
        try {
            ServiceRegistration sr = registeredSubscriptions.remove(subscriptionId);
            [...]

        } catch (Exception e) {
            
            LOGGER.debug("Exception trying to delete subscription's configuration for subscription ID {}", 
                          logSanitizedId, e);

            LOGGER.debug(“Could not delete subscription for {}", logSanitizedId, e);

        }
}

LANCE log

Target log

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Transfer Learning

1. Pre-train—then—Fine-tune
2. Multi-task Pre-training
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Transfer Learning

1. Pre-train—then—Fine-tune
2. Multi-task Pre-training

Pre-trained Models for SD Activities

3. Chaining Tasks
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Pre-trained Model
int main () {
    char username[8];
    int allow = 0;
    printf("Enter your username, please: ");
    gets(username);    
    …
    return 0;
}

DL-based Vulnerability Patching

INPUT OUTPUT
int main () {
   char* username, *nlptr;
   int allow = 0;
   username = malloc(8 * sizeof(*username));
   if (!username)
       return EXIT_FAILURE;
   printf("Enter your username, please: ");
   fgets(username,LENGTH, stdin);
   ...
   return 0;
}

Vulnerable Code Patched Code

Pre-trained Models for SD Activities
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Data Scarcity
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Bugs are a “superclass” of vulnerabilities

We have plenty of data in the form of  bug-fixing commits

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Bugs are a “superclass” of vulnerabilities

We have plenty of data in the form of  bug-fixing commits

SUPERVISED PRE-TRAINING
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Input Target

~100K

1 1

2

…

2

…

int main () {
    char username[8];
    int allow = 0;
    printf("Enter your username, please: ");
    gets(username);    
    …
    return 0;
}

int main () {
   char* username, *nlptr;
   int allow = 0;
   username = malloc(8 * sizeof(*username));
   fgets(username,LENGTH, stdin);
   ...
   return 0;
}

int main(int argc, char *argv[]) {
char buffer[10];
strcpy(buffer, argv[1]);
printf(“Buffer contents: %s\n", buffer);
return 0;

}

int main(int argc, char *argv[]) {
char buffer[10];
strncpy(buffer, argv[1], sizeof(buffer) - 1);
buffer[sizeof(buffer) - 1] = '\0';  
printf(“Buffer contents: %s\n", buffer);
return 0;

}

Pre-trained Models for SD Activities
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Pre-trained Model
int main () {
    char username[8];
    int allow = 0;
    printf("Enter your username, please: ");
    gets(username);    
    …
    return 0;
}

DL-based Vulnerability Patching

INPUT OUTPUT
int main () {
   char* username, *nlptr;
   int allow = 0;
   username = malloc(8 * sizeof(*username));
   if (!username)
       return EXIT_FAILURE;
   printf("Enter your username, please: ");
   fgets(username,LENGTH, stdin);
   ...
   return 0;
}

Vulnerable Code Patched Code
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Transfer Learning

1. Pre-train—then—Fine-tune
2. Multi-task Pre-training
3. Chaining Tasks
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Transfer Learning

1. Pre-train—then—Fine-tune
2. Multi-task Pre-training
3. Chaining Tasks
4. Multi-task Fine-tuning
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Multi-task Fine-tuning

M
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Multi-task Fine-tuning
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Multi-task Fine-tuning

Text as Input and  
Text as Output
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1 2 4

Pre-training  
dataset

T5 Pre-training T5 Fine-tuning on 
tasks-mixture

3

T1 T2

T3 T4

Text-to-text task 
specific dataset 
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1

Pre-training  
dataset

CodeSearchNet 
                                                  Husain et al.
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1

Pre-training  
dataset

@CheckReturnValue @NonNull  
public static <T> UnicastProcessor <T>  
create (int capacityHint ){  
         return new UnicastProcessor  
              <T>(capacityHint); 
}

Creates an UnicastProcessor with the  
given internal buffer capacity hint

public ConnectionConsumer createConnectionConsumer 
(final Destination destination) throws JMSException { 
   if (ActiveMQRALogger.LOGGER.isTraceEnabled()) { 
      ActiveMQRALogger.LOGGER.trace( 
         “Create connectionConsumer”); 
   else { 
      logger.info("Throwing Exception”)  
      throw new IllegalStateException(ISE); 
   } 
}

Creates a connection to the consumer

public static TextEncryptor  
 delux(CharSequence password,  
       CharSequence salt){  
       return new HexEncodingTextEncryptor 
       (stronger(password, salt));  
}

Creates a text encryptor that uses stronger  
password - based encryption. Encrypted text  
is hex - encoded

public DistinguishedName buildDn( 
                         String username){  
    DistinguishedName dn = new  
          DistinguishedName (userDnBase);  
          dn.add(usernameAttribute, username); 
          return dn; 
}

Assembles the Distinguished Name that should  
be used the given username
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Input Target

~2.6M

1
protected boolean isBoundaryEvent(Object obj) { 
    if (obj instanceof <MASK>) { 
      mxCell cell = (mxCell) <MASK>; 
      <MASK> cell.getId(). 
             startsWith("boundary-event-"); 
    } 
    return false; 
  }

1

2 2

1) mxCell

2) obj

3) return

1) UnicastProcessor

2) buffer

Creates an <MASK> with the  
given internal <MASK> capacity hint.
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3

Text-to-text task 
specific dataset 

T1 T2

T3 T4

Automatic 
Bug-Fixing

Code  
Summarization

Assert Statements 
Generation

Injection of  
Code Mutants

Code-Related Tasks Selection
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An empirical study on learning bug-fixes patches in  
the wild via Neural Machine Translation

TOSEM, —Tufano et al.—

Learn how to mutate source code from bug-fixes
ICSME, —Tufano et al.—

Improved automatic summarisation  
of code routines via Attention to File Context

MSR, —Haque et al.—

On learning meaningful assert statements for  
unit test cases

ICSE, —Watson et al.—

T1

T2

T3

T4

3

Text-to-text task 
specific dataset 

T1 T2

T3 T4

46

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



1 2 4

Pre-training  
dataset

T5 Pre-training T5 Fine-tuning on 
tasks-mixture

3

Text-to-text task 
specific dataset 

T1 T2

T3 T4

Pre-trained Models for SD Activities

antoniomastropaolo.com

aura-se-lab.github.io



Pre-Trained T5
INPUT OUTPUT

T1

T2

T3

T4

Generate Fix: {inputMethod}

Summarize Method: {inputMethod}

Mutate source code: {inputMethod}

Generate Assert Stmt: {inputMethod}

Fixed Method

Code Summary

Mutated Source Code

Assert Statement
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Automatic Bug Fixing T2Code Summarization
Exact Matches

T1
Exact Matches

T3Injection of Mutants
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T4Generation of Asserts
Exact Matches

MT Pre-trained T5

Baseline

MT Pre-trained T5

MT Pre-trained T5 MT Pre-trained T5

Baseline

Baseline

Baseline
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16%

3%

11%

29%
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Still alive guys?
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Selecting The Best-Performing Model

For how many epochs we let the model (un)learn?



antoniomastropaolo.com

aura-se-lab.github.io

Pre-trained Models for SD Activities

Early Stopping to tame overfitting


